er Micvan der
Reyden recently
addressed a Melbourne
Shipping Australia
breakfast on maritime

Dersecurity.

This article is based upon
his presentation
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HEEEE MMARITIME LAW & INSURANCE

the latest securry paxhes. or haw nat
upgradad ther antivirus pratectian. ar have
notundertaken adequate staff training.
The value of goods and the business
inerruption implications of the supply
cham being broken or sioppad are many
times 2 mukiplk of the cost of the services
hang provided andfar the carnings of the
indmidual SME marticipants
Patential consequenaes of & cyberattack:
8 finanaal costs, inchiding lass of revenue,
drop in share price and remedial costs:
® lass of IP and confidential infarmation
both o arganization and of thind martes;
B busnes: disruption:
reputational and hrand damages and
® operzional and infrastructure impact.
There is a dear incentive for 2 hacker
o try and attack the Jogistics mdwustry
with #s high-value assets: passenger data
and the movement of expensive @rmpes.
The braad cansensus from the mar#ime
industry seems w0 be that approaches to
cybersscutity should be company and
ship-specific. albat puided bynational
legishtion and industry puidelins.
Companies will be required to take a
prozctive approach in assess g the rishes

PROJECT
CARGO

AND

MARINE RISK

C agrtadn Josep v Al o se, Barkne wamarcy

sz, Mmanz oA drme
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There is a clear incentive for a hacker to try and
attack the shipping/logistics industry with its high-
value assets, passenger data and the movement

of expensive cargoes.

taking nto consideration the pubhic
puidance on a<dd ressing and managing
cybersearmty

Cyber-risk Insurancoe polices are
structured ta remadythe inadequacies of
traditional nsurance by dealing with cyber
risks specific Iy and braadiy. hsuranoe
should be part of a cyberrisk management
srategy. As with any comimecial insurance
praduct, a typical undenwer fer - in
deter mining whether to offer cover, and if
z4, an what =1ms - will want taknow wha
Tk management sysems the prospective
msured has moplace

WHATSHO ULD BUS INESSES DO
Businesszs should review their current
palicy to see whether some ar all opber

B Captain Alphuanaas dpdin o the
It e -a rivee insurance Fonomm
recently, addressing key themes inchiding
e b ol T 1 AEeS v AT SNty Sy,
the dhaBangesof g apact cango and e
rranagem ent of oitical items.

PROJECT CARGO

Regarding progect carga, Captain
Alphemde s xplaaned how the ramotenes
of Frdny condtr uction Sl pretantad
chaBenged andthe rik of damags 1o
aquiparient theoming antive o ge s under
potential jeapandy.

A Large portionof the equipiment an
Rarge progects comes from outside of
Astr oA e infy due tooodt Tobeing
UG Austraba, Tor exafrpbe, you hae
BOTLo e wary of the oomtr snts and
Eritatons om e maring paint of view
of thee i onarentas well a2 feom the
e e,

P BEE A large country and seeme
of theee plades whare the projects are
Bocated are-quite rermate " he saad.

“Sormetime s ey don' teven hade
ey Evframtrnctune i place b Scluslly
A e e e quigment’s caming B in
s Cases, they Actually hae to stan
T Seratdh in busding the required
vl atruetures firat”

Tisks are coveted under ther transmional
praperty all risk or habality pobcies. The
insutance modustry has responded ta the
growing risks and costs that are faced by
businesc=sas 2 result of cyber braachas
and attacks. The mdustry has developed
spedific cfper Habilityor network sscutity
and privacy msurance to cover these new
and ewlwing risks. Companies need to
Jenowe what risks youare faced with and
what they want covered; what risks can
e xatisfactarily addreseed, mit gatad ar
managed; and what are the remaining ar
tesichual risks.

EXCLUSHON CLAUS ES
Exclusion clauses arethe big issue i many
cyber insurance palicies. Becausethe

CRITICAL ITEMS
Captain Alphonse sglained that,
because ol the kong leadton el that may
e egudre o i getting & repladement,
AT W Ay Tesk manag amend”
CeTHes o pliny i g At the ripact
10 Apeogectil “ortical mern” ncured
i age i andit

b e it £ Ly pirates unde s an
imdependent marine risk managemeant
Tranrisork that conducts technical
renbews and Approves apeer ations of
moveme s of equigiment fram the
planaing S1age ¢ ight up o A sl
execution. The peocess prawides the
required sakemiand againstdamage Lo
CTMECAN BT o A proje L

A ‘b el Rear’” B doimething of high
wahue that reduires special condidesation
e s of how it can be ransporied
it 4 Zade and el manner 1 uiesly
dhafinad s xplcitly o the mamne overs
and acts 4% s uigger for the marine
wErrAnty ClEuSe redquinem ety

“For exaimiple, onsoime projects, if you
weere b0 have & tatal ks of akey gece of
st iEed aquiperen - Yol Can't just
2o and gat anotiver replacemeant the next
day” hasaid

"o of the bead times for ey
eduipinant Chn rAND & bt wieln S

gen

HIFYE Rl R’ Cres

risks that are being provected against are
aften difficuk to predict and are n new
and mherently complex areas, msurers
gata samelengths to exchide risks. Mast
insurance palicy covermg ships, shipyards
and arm shandling facilites nclude
zame kind of clause exchiding liability for
cyberattacks. This usually says that any
losses causad by the use 'of or aperations,
a5 2 means far inflictmg harm. of any
camypiter, camputer system. mahidous code
ar virus are outsidethe terms of cover.
Same af the mast comman exchisions
and exemptions gnetally are:
# faihre by the company to ensure
emplayees and coniradoTs are awarne
af securityissues and the risks thar
behaviours can aate far companyand
customeer data;
® fatlure by the compa oy to maintainan
adequate Terime 0 ensune basic security
cantrals are current and are consistent
with best practice and
failure ta-disclose pre-existing risks
that have been revealed m wulnerability
ATLECUNE OT PenatTation testing
exercizes but hase not been fully ar
effectively rectified.

months up o g yebrs to buld one
Tronim acratdh, Aoy boda of one 6o mare of
ey adquipere il during iS I ansghor 18 B
e ol d albvioutly e 80 irgac
on the scheduled dommence mentdate
of the piant, whach i Do would have
AN NPt an e praject Ninande s and
"

Thatis why, Captain Alphanse
explamed, therne Butuslly & farne Cower
it A pg e for the maine carga and
another that siso provides cover on the
projected ravenues that B antcipated
Triepim Me sciue dbed doam imyendem et date
= dieldry wn star bupcover (D5 comer]_

it pravidies some ek management
Lroted §on 1o Tinancers and project
e s, Wil fedpeet (o delngd 1o e
cormmenoement of operation, if same
damage aournad b o tical Equpment”

TYPICAL QUESTIONS
Inerranaging the risks Adsociated with
raine oper sions of oritical items, the
Toanne wananty Sunvepor will typeca By
ask for asange of mformation,

Crees i Uy pecally will relare i such
arsas as methddd of packageng, the {ype
of vestal invalved, & ship's perfonmannds
history, sailing 7 outes, contingency
plans for desing with piracy and plan

e

GO0 CYBER HYGIEME

While insurance can help, cover age will

e impacted unless selfchelp and prudent

self-managament can be demanstrated.

T reduce the costs of a cyber nddent

oompanies should prognes sivel yi mpmove:

their systans and traming. Staff awarmness
and trainingare key to awnidable cyber
threats: Emplopess, crew, passengers and
suppliers must be made aware of and
mderstand, the patential cybers scurity risks
and the palicies and procedures that arepau

i place o manage thoss risks, induding

what to do m theevent of 2 breach. Some

50% af cyber breaches come fram within

an arganisation through deliberate or

nachrer tent acts or ami ssans of emplopees:
Measures ta promote cyber hygiens
mchude:

# 1T palicies dealing wath use of
technology. access, password and lagin
protocals, infarmation secutity, internet
usage, emall usage, sodal madiz and
netwarking took and remaote access

® data security, storageand breach palicies;

® privacy pahicies inchidmg notification
Tequirements

® third party mana gement palicies;

oo complinee with kacal, natianal
and international Laws and 1D codes
arng other areas.

UThre Are v B ous Aral s that we will
e baofiang a1 b terrrn ofAsesaing the
ks associated with Ir anagamation of
Acrines werm,” Caplaim Alphonse said.

VA ot ol e Wartanty war ki,
i The dedment B done on
WArAS A s and procedans s with
resfie el Lo Frarine randporLagon, the
LA e b A Sy S s il Ses
wivether ther & are any bind gots o
ey Breai

PR B e e A5 b wihether
thvbre ara any paricular areas wiwere
Wi Tl Frdd mot beeen progery
it ot A whatfer ther e by be
St Unanawered quettions with the
mmethodalogy uled or on Sorme of the
e pr apadad

Captain Al phand= @ xplained that
AL e v B VY S W S BTERARE i)
inany rsk ranagement dsutsions
anmied ot pdentifying harar dsand rishs.

“hamangat others, we would condact
e renies and beaa- S arEng
Seddindis o wive e v e Actudlly
thenrgit the oag b the process progerly
o naot,”Tee
By Dt St

® whatan employee shauld daif he ar she
suspacts 3 secutity breach. ar if there &
an actual breach; and

¥ haw ta recognise sk

MEED FOR A ROEUST CYBERS ECURITY
FRAMEWORK

Organisations should hawe 2 rabust
cybersecurity framework m place to
identify the information to be protectad,
pratect the infarmation and ensure the
company i able todetect. Tespond and
recaver fram a data breach.

Companies shoukd ensurethe
cybersecuriy stratery 15 tailared to the risk
faced by the arganisatian, its critical assets,
and the third-party vendars that arerelied
wpar. k15 impartant to take info acoount
the likely types of digital, physical and
social security risks © the arganisation,
including warst-cass senaTios in terms af
costs, downtme, and damage. Companies
should be undertaking a tharough
assessmentaf the equipment, saftwars
and pracesses of the entire mfrastnicture,
inchuding 1T resaurnces. data storageand
architecture, physical peTimeter security
sacial and media actwities, industry
speafic cancemns. Companies should
update ant-virus softwa e, firewalls and
ather saftwares and ensure sacunity palicies
tespond to new thremts and developments.

The Office of the Australian
Information Commassioner, AT and
APRA hawe each pubhshed guides an data
breaches and ofperrisk that con@ina
weakth of mformation aboae the risks
posed toarganisations and steps that may
b ta ke to manage rick. @
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